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Due Diligence and Risk Assessment system

- The oficial system of control: how it works and how to
defraud it.

- BVRio’s methodology and results.



The oficial system of control
How it works and how to defraud it



Identification of owners and
technical engeneers

Annual Logging Permit
(AUTEX / AUTEF)

Map of the logging area

List of approved
species and volumes

Credits

The AUTEX generates electronic 

Credits of Logs in the Official 

Systems (DOF/Sisflora)



Timber transportation permits

Identification of the buyer and the seller
Product, species and volumes transported

Route of transportation and identification of the vehicle

DOF GF

The DOF/GF transfers the electronic Credits, 

from Seller to Buyer



Legal logging

Generation of Credits of Logs

Transport of Logs

Transfer of Credits of Logs
Credits converted:

Logs into Product X

Transport of 

Product X

Transfer of Credits 

of Product X

Forest Management

CreditsAUTEX

Logging
Conversion of

Logs into Product X

Saw Mill

Credits Credits



Illegal logging: how the fraud operates

Illegal Transport of Logs
No access to the 

market
Illegal Logging

Conversion of

Logs into Product X

Saw Mill

x x

Illegal Timber:
no access to the market

x x
x



Illegal logging: how the fraud operates

Illegal Transport of Logs

Purchase/Sale of

illegal Credits

Credits converted:

Logs into Product X

Transport of 

Product X

Transfer of Credits 

of Product X

Illegal Logging
Conversion of

Logs into Product X

Saw Mill

Credits Credits

x x

Illegal Timber becomes
“legal” and have access to

the market



Illegal logging: how the fraud operates

Fraud in the generation of 

Credits of Logs

Illegal Transport of Logs

Purchase/Sale of

illegal Credits

Credits converted:

Logs into Product X

Transport of 

Product X

Transfer of Credits 

of Product X

CreditsAUTEX

Illegal Logging
Conversion of

Logs into Product X

Saw Mill

Credits Credits

x x

Illegal Timber becomes
“legal” and have access to

the market



Due Diligence and
Risk Assessment system

What it is
How it works
(methodology and results)



Enter barcode number of a GF or DOF



Gives immediate risk assessment of timber.



Due Diligence

and Risk Assessment Report

Description of the Lot
- Buyer
- Product description
- Volume
- Species (common and scientific name)

Supply chain
- Identification of suppliers
- Consistency check for the declared Chain of Custody
- Due diligence and risk assessment for each supplier in the

Chain of Custody

Place of harvest
- Location and satellyte imagery
- Due diligence and risk assessment for the forest



How it works



Compilation of all relevant

public information available:

• Legal documentation;

• Infractions;

• Satellyte imagery.

Big Data approach:

• Internal analysis;

• 22 different databases;

• Over 2 billion cross-checks per 

day.

Due Diligence and Big Data approach



Key Risk Indicators and Risk Rating Categories

Key Risk Indicators (KRIs)

Primary Risk Indicator

Logging Permit (AUTEX/AUTEF)

Licences

Federal infractions

Federal embargos

State infractions

State embargoes

Slave work

Complementary Risk Indicator

Overlap with protected areas

Logging operations

Volumes of valuable species

Track Record of the Holder of the Management Plan

Track Record of the Technical Manager of the Management Plan

Risk Rating Categories



Logging permits and licences
(last 10 years)

Risk Indicator Assessment Label 

Existence and Authenticity of the document 
Confirmado  

Not Confirmed  

Validity (status) of the document. 
For the purposes of the analysis of a GF/DOF, the “Valid” and “Expired” status 
refer to the date of the issuance of the GF/DOF. A GF/DOF issued 90 days 
after the expire date of the AUTEX will be labelled as Orange.  

Valid  

Expired  

Suspended  

 

Primary Risk Indicators



Environmental infractions
(Ibama)

Consolidated value of the fines Assessment Label 

Up tp R$ 12.000,00 Negligible  
From R$ 12.001,00 to R$ 45.000,00  Low relevance  
From R$ 45.001,00 to R$ 100.000,00 Medium relevance  
Above R$ 100.000,00 High relevance  

 

Primary Risk Indicators



Satellite images and analyses
Logging Operations

Risk indicator Assessment Label 

Satelite analysis of the logging operation. 

Coherent  

Inconclusive  

Questionable  

Incompatible  

 

Complementary Risk Indicators



Compatibility of Volumes
(most valuable species)

Risk Indicator Assessment Label 

Volumes of valuable species in the 
logging permit. 

Below average + 1 standard error Coherent  

Below average + 2 standard error Inconclusive  

Below average + 3 standard error Questionable  

Above average + 3 standard error Incompatible  

 

Complementary Risk Indicators



Track record of the Parties

Complementary Risk Indicators

Key Risk Indicators 2006 (...) 2014 2015 2016
Final score for 
each individual 
Risk Indicator

Primary Risk Indicator

Logging Permit Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Licences Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Federal infractions Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Federal embargos Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

State infractions Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

State embargoes Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Slave work Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Complementary Risk Indicator

Overlap wiith protected areas and/or traditional people land Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Logging operations (satellyte analysis) Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

Volumes of valuable species Individual score 1 Individual score 2 Individual score 3 Individual score 4 Individual score 5 Final Score

1) Compilation of all AUTEX of the Parties (Holder & Technical Manager).

2) Consolidation of individual scores of each Risk Indicator into one “Final 
Score” per Risk Indicator (“Net Present Value” of each individual Risk
Indiccator).



Track record of the Parties

Complementary Risk Indicators

Key Risk Indicators
Final score for 
each individual 
Risk Indicator

Primary Risk Indicator

Logging Permit Final Score

Licences Final Score

Federal infractions Final Score

Federal embargos Final Score

State infractions Final Score

State embargoes Final Score

Slave work Final Score

Complementary Risk Indicator

Overlap with protected areas Final Score

Logging operations Final Score

Volumes of valuable species Final Score

Track Record of the Holder Score

3) Consolidation of Final Scores (per Risk Indicator) 
into the “Track Record” score.

Higher Risk level observed 
for the Primary Risk 

Indicators 
+ 

Complementary 
Risk Indicators 

= 

Classification of the 
Track Record of the 

Holder of the logging 
operations 
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Higher Risk Score observed for 
the Primary Risk Indicators

+

Combination of Risk Score 
observed in the
Complementary Risk Indicators

=

Track Record of the Parties

Table: criteria for the consolidation.



Track record of the Parties: Results

Complementary Risk Indicators

Holder of the Forest Management Plan Technical Manager of the Forest Management Plan



Profile of all AUTEX

(not consider ing track record of the par t ies)



Profile of all AUTEX

(consider ing track record of the par t ies)



Track record of the parties

Analysis of Supply Chain Profile



Accuracy

Analysis of all forest
management  holders with
more than 1 AUTEX, and at
least one infraction.

In 99% of these cases the
system identified pre-existing
risk indicators.



• A Brazilian organization with the mission to develop 

market mechanisms to facilitate compliance with 

environmental laws
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